
HOME NETWORKING
Everything you wanted to know about home networking, but were afraid to ask!
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Welcome
• Who am I?

• Jonathan A Burt BSc Cert Mgmt HND FIAP IEng MBCS CITP
• Batchelor of Science Degree (Open)
• Professional Certificate in Management
• Higher National Diploma in Computing
• Fellow of the Institute of Analysts and Programmers
• Incorporated Engineer with the Engineering Council
• Member of the British Computer Society
• Charted IT Professional

• 25+ years experience of working in IT.
• Long time member of the Isle of Wight PC User Group!

1.Explain about me, my background and 
experience.

2



Important!
• Always do your own research before you make changes 

to network equipment and/or implement a network.

• No network is 100% secure, and your network is only as 
secure as its weakest point, normally the wireless or 
internet gateways!

• Apologies if it gets technical at times!

1. Warning!
2. I am not an expect on this, just interested in the subject!  So I may make 

mistakes tonight…
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What is Home Networking?
• A home network is a type of computer network that 

facilitates communication amongst devices within the 
close vicinity of a home.

• In the beginning this just meant connecting computers 
together to share data and peripherals (i.e. printers).

• Nowadays, home networks have expanded to include, 
CCTV, mobile phones, desktop phones, storage devices, 
TVs, gaming consoles, set-top boxes, etc.  The list is 
endless….

1.Home networking might sound complicated, 
but it is easier than you imagine.
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1.My simple Home Network!
2.Sky Q Hub, 802.11n (2.4 GHz) and 802.11ac 

(5 GHz) along with 1Gbps wired (normal sky 
hub is only 802.11n and 100Mbps wired).

3.Sky Q Hub only has 2 ethernet connections!
4.Kitchen Repeater is a dual Wireless Access 

Point/Repeater.
5.Maximum Network Speeds: 

1.Power-line (wired) = 63.5 MB/s
2.Power-line (wireless) = 75 MB/s
3.Cat-5e = 125 MB/s
4.Dial-Up = 7.168 KB/s
5.802.11n = 75 MB/s
6.802.11ac = 866.5 MB/s
7.Broadband = 9.5 MB/s
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Modem
• A modem (modulator-demodulator) enables a computer to 

transmit data, either directly to another computer connected 
modem or with your Internet Service Provider’s network. 

• The modem plugs into whatever type of infrastructure you 
have, cable, telephone, satellite, or DSL, and gives you a 
standard ethernet cable output (except dial-up) that you can 
plug into any router (or a single computer) and get an 
Internet connection.

• Dial-up modems (USB or serial) can also be used for a 
direct computer-to-computer connection.

• However, you will need the correct type of modem that will 
work for your needs and infrastructure, i.e. Satellite, Cable, 
DSL, or Dial-Up.

1.Digital subscriber line (DSL) , i.e. Broadband 
and Fibre (over phone network), 2Mbps 
upwards!

2.Dial-Up, max 56Kbps bandwidth (in reality 
was normally 42-44Kbps max) – The best 
was the USR Courier v2, which could obtain 
speeds up to 48Kbps if connected to the 
same modem)

3.A modem is not a requirement for home 
networking, only for obtaining access to the 
internet and other computers (or granting 
access to your network).

4.A modem just connects you to 
separate/different networks, you still need 
software/hardware to share/exchange data.
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ADSL filters
• An ADSL filter is a small box that splits the voice signals 

on your phone line from the data signals on your ADSL 
broadband so they don't interfere with one other.  

• Without ADSL filters you will get problems with noisy lines 
and/or your broadband won't work properly, nor run at top 
speed.

• There are two types of ADSL filters available, and how 
you use them depends on the type you have.

1.Once you have your modem installed, you 
need to be aware of “line noise” if you are 
using DSL (digital subscriber line), i.e. 
broadband.  To filter the noise (i.e. data from 
voice) you need some ADSL filters.

2.Dial-Up, Satellite and Cable modems do not 
require the use of microfilters!
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ADSL filters (microfilters)
• Normally, you will need a microfilter for every phone 

socket in your home where you have got some kind of 
phone or broadband equipment plugged in, i.e.

• Your modem or modem/router
• Phones
• Answering machines
• Digital TV boxes (for example, Sky/BT boxes)
• Fax machines
• Alarm systems

1.Why? Because data and voice may share 
the same physical line, but they are sent at 
different frequencies, and this needs to be 
cleanly split so that they don’t contaminate 
each other.! 

2.So for every phone socket in use in the 
home, you need a microfilter.  So if you have 
your modem, 2 phones, and a sky box, you 
would need 4 microfilters.  If you only used 
3, then you would still get performance 
problems and noise!

3. You don't need a microfilter for phone extension sockets that 
don't have anything plugged in.

4. Note, not all microfilters are the same.  There are some quite 
cheap ones, which use cheap and low-quality parts.  The higher 
quality parts used, the better they work, and the better 
performance you get!
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ADSL filters (master socket)
• The goods news is that you can now do away with all the 

annoying microfilters and just have a master filter installed 
on your main phone socket. 

• So, if your master socket has two ports, like these shown 
here, it's already got a filter built in and you don't need 
microfilters.

1.You can purchase these and install them 
yourself (but depending on how your master 
socket is wired, you may need a crimping 
tool), or you can contact BT to do (however 
there will be a charge).

2.For new broadband installations, or if you 
have broadband issues and require an 
engineer visit, you should insist the engineer 
fits one.

3.Using micro-filters with a master socket 
actually reduces your performance!

4.I have found that some ISP support staff are 
unaware of these, and will insist that you put 
a micro-filter on each phone port, that is 
incorrect!  Stand your ground…

5.The latest version is the 2016 edition, Mark 
4. 9



Network Backbone
• For your home network to work, you need a “Backbone”, a 

backbone is the part of the computer network that 
interconnects various pieces of equipment together, and 
shares data packets.

• There are three main devices that work to connect one 
computer to another computer (i.e. your backbone 
equipment).  A network hub, switch, and router can all 
perform this function.

• The hub, switch and/or router all need to support the same 
network speed as your devices.  However, you can mix the 
speeds.

1.Without this, you cannot have a network!
2.Hub, Switch or Router? It can sometimes be 

confusing when trying to figure out what 
device is currently being used on a computer 
network, without knowing what each device 
does.

3.Data packet means a single piece of 
networked data, controlled and managed by 
the TCP protocol.  The maximum size of a 
data packet for IPv4 (most networks) is 
64KB with the first 32B as a control 
overhead.
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Network Backbone (Hub)
• A network hub is designed to connect computers to each 

other with no real understanding of what it is transferring. 

• When a hub receives a packet of data from a connected 
device, it broadcasts that data packet to all other 
connected devices regardless of which one ends up being 
the final destination. 

• Additionally, network bandwidth is split between all of the 
connected computers. So, the more computers that are 
connected, the less bandwidth that is available for each 
computer, which means slower connection speeds.

1.In the past, network switches and routers 
were expensive, confusing, and hard to use 
for most users and most opted for network 
hubs (I used to have one!).

2.However, nowadays home network switches 
and routers are much easier to use and 
cheaper, which is why network hubs are 
rarely used or found anymore.
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Hub Example

1.Animated GIF
2.Computer 1 sending information to 

Computer 4
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Network Backbone (Switch)
• A network switch also connects computers to each other, 

like a hub.

• Where the switch differs from a hub is in the way it 
handles packets of data. When a switch receives a packet 
of data, it determines what computer or device the packet 
is intended for and sends it to that computer only.

• It does not broadcast the packet to all computers as a hub 
does which means bandwidth is not shared and makes 
the network much more efficient.  For this reason alone, 
switches are preferred over a hub.

1.So hub = dumb, switch = intelligent!
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Switch Example

1.Animated GIF
2.Various sharing of data.
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Network Backbone (Router)
• A network router is quite different from a switch or hub since its 

primary function is to route data packets to other networks, 
instead of just the local computers. 

• Essentially, a router bridges the gap between other networks 
and gives your network access to more features, e.g. a firewall, 
traffic monitoring, VPN, and more.

• Routers are normally what gives your network devices their IP 
number (i.e. unique identifiers).

• Most modem/routers now have some LAN ports (to connect 
multiple devices), as well as acting as a Wireless Access Point.

1.A modem/router often has 3-4 ethernet ports 
on it, and acts as a mini-switch.  However if 
you need to connect more than 4 devices, 
then you need to expand the network with 
switches.

2.For example, my Sky Q modem/router only 
has 2 ethernet ports.
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Hub, Switch, or Router?
• Modem/Routers

• These dual purpose devices are needed if you want to use the Internet.  
They will generally be sufficient for most users with wireless capacity and 
a small amount of ethernet ports.

• Routers
• If you don’t have a dual modem/router, and have a separate modem, then 

you will need a router to be able to share data with the internet.  As above, 
they will generally be sufficient for most users with wireless capacity and a 
small amount of ethernet ports.

• Hubs: 
• Don’t use, dumb technology, old technology.

• Switches
• If you wish to utilise more ethernet connected devices than what your 

router supports, then you need to expand you backbone capability by 
using a switch.

1.Most, if not all, ISPs supply their own 
modem/router nowadays.

2.I’m using a ISP supplied modem/router, with 
a 16 port switch to expand my network.
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Data Transfer Speeds
• All data transfer speeds are calculated (and advertised) in 

bits, for example Mbit/s or Mb/s or even Mbps (Megabits).
• However, this does not directly equate to a Megabyte of 

data, so it can be confusing to calculate actually how 
much data is being transferred per second.

Bytes
per second

(Bps)

Kilobytes
per second

(KBps)

Megabytes
per second

(MBps)

Gigabytes
per second

(GBps)

1Mbps = 125,000 125

10Mbps = 1,250,000 1,250 1.25

100Mbps = 12,500,000 12,500 12.5

1Gbps = 125,000,000 125,000 125

10Gbps = 1,250,000,000 1,250,000 1,250 1.25

1.Now it get complicated!  Aghhh!
2.Capital’s Matter.  Mb is different than MB.  

Lower means bits, upper means Bytes!
3.Basically 8 bits = 1 Byte!
4.Note: You also need to allow for data parity 

checksums, destination id, sender id, etc. 
(32 bytes in every IPv4 data packet), so in 
reality the speed advertised and then 
calculated to KB, is not reachable, as some 
of the data is used for the overheads.
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Wired (Ethernet) Connections
• Ethernet connections are networked devices connected by a 

physical cable.  The type of cable (and length) you need to 
use depends on the network speed of the devices in use:

• I use Cat-5e cabling running at 1Gbps, which equates to a 
maximum data transfer speed of 125 megabytes/per second!

Cable 
Type

10
Mbps

100
Mbps

1
Gbps

10
Gbps

Cat-5 100m 100m

Cat-5e 100m 100m 100m

Cat-6 100m 100m 100m 55m

Cat-6a 100m 100m 100m 100m

1.Now your network backbone equipment is 
sorted, you need to decide on how you want 
to connect to your network. You still need 
your network cards to support the network 
speed as well!

2.If you use a cable length longer than 
recommended then the network speed can 
drop, and also lead to data transmission 
errors (which are normally picked up by 
checksums and resent, thus lower speed).  
To utilise distances longer than the 
recommended length, you need to utilise 
switches as network extenders or use 
repeaters.

3.Cat-3/Cat-4 is no longer used.  Cat-8 in 
development for 40 Gbps [5 GB/s] (up-to 
30m)!

4.Wired connections are generally more 
secure than Wireless.

5.Remember: Cat 5e: 1 Gbps = 125MB 
data/second, Cat 6: 10 Gbps = 1.25GB 
data/second

18



Wireless Connections (802.11)
• The Institute of Electrical and Electronics Engineers 

(IEEE) is an international organised group of engineers.  
In June 1997 they created the standard for WiFi 
technology which all wireless devices follow.  They called 
this standard 802.11.

• There was no letter designation, such as “G”, “N” or “AC”. 
• The main problem with this standard was that it was far 

too slow (about 2 Mbps). So they improved upon this 
standard, this is where the different letter designations 
come in.

1.2 Mbps = 250KB of data/second
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Wireless Connections (802.11)
• Before we move on, it’s important to note that b, g, n, and 

ac are not the only 802.11 enhancements. It would make 
sense to start with 802.11a, right?

• 802.11a does exist and was released around the same 
time as 802.11b. However, 802.11b devices were cheaper 
so they were more popular with consumers.

• Also, not all letters have been used (many were skipped), 
and some were used to serve a purpose other than for 
home networks.

1.802.11a vs 802.11b – i.e. The old BETAMAX 
vs VHS battle!
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Wireless Connections (Frequency/Bandwidth)

• When we talk about wireless connections and standards 
there are two things we need to be aware off:

• Frequency
• There are currently two frequencies in use at the moment 2.4 GHz 

and 5 GHz with 60 GHz currently in development.

• Bandwidth
• Bandwidth can run at 20, 40, 80, and 160 MHz with 8,000 MHz in 

development.

• But what does this mean?

1.Confused yet?
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Wireless Connections (Frequency)
• Frequency

• The industrial, scientific, and medical radio band (ISM band) refers to a 
group of radio bands or parts of the radio spectrum that are 
internationally reserved for the use of radio frequency (RF) energy 
intended for scientific, medical and industrial requirements.

• The 2.4GHz frequency range is unregulated, and is basically a free-for-
all use for electrical devices.  Therefore, this is the same as many 
common household appliances; things like cordless phones, baby 
monitors, blue-tooth devices, and microwaves can cause interference if 
your wireless equipment is near these appliances.

• The 5 GHz has been reserved for computer based wireless 
communications, therefore less congested and better data throughput 
(but less indoor range).

1.Basically is part of the radio spectrum.
2.For 2.4 GHz, if you don’t place your router or 

computer near one of these appliances, you 
should be fine.
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Wireless Connections (Bandwidth)
• Bandwidth

• Within each frequency range, there is some signal processing 
bandwidth.  This roughly equates to the available space for 
transferring data.

• The higher the “bandwidth”, the more data that can usually be 
transmitted within it.

1.This is not data bandwidth, i.e. data 
throughput.

2.I am NOT an expect on Radio Frequencies 
and Bandwidth!!!
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Wireless Connections (802.11b)
• The 802.11b standard was released in September 1999.
• 802.11b supports a maximum theoretical transfer rate of 

11 Mbps.
• Operates at the 2.4 GHz frequency range.
• Operates at a Bandwidth of 22 MHz.
• The signal is good for up to about:

• Indoors: 115 feet (35m)
• Outdoors: 460 feet (140m)

• Routers with only 802.11b are no longer manufactured.

1.11 Mbps = 1.275MB data/second
2.Remember: Cat 5e: 1 Gbps = 125MB 

data/second, Cat 6: 10 Gbps = 1.25GB 
data/second

3.However, some newer routers still support 
802.11b.  So, it’s still important that you have 
some basic information about it, in case you 
have an old device which only supports 
802.11b.
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Wireless Connections (802.11g)
• The 802.11g standard was released in June 2003.
• 802.11g supports a maximum theoretical transfer rate of 

54 Mbps.
• Operates at the 2.4 GHz frequency range.
• Operates at a Bandwidth of 20 MHz.
• The signal is good for up to about:

• Indoors: 125 feet (38m)
• Outdoors: 460 feet (140m)

• 802.11g is backward compatible with 802.11b devices. 

1.54 Mbps = 6.75MB of data/second
2.Remember: Cat 5e: 1 Gbps = 125MB 

data/second, Cat 6: 10 Gbps = 1.25GB 
data/second

3.As you can see, the main benefit of a 
802.11g over 802.11b is speed.  Indoor 
range is also slightly greater.
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Wireless Connections (802.11n)
• The 802.11n standard was released in October 2009.
• 802.11n supports a maximum theoretical transfer rate of 

600 Mbps.
• Operates at the 2.4 GHz and/or 5 GHz frequency ranges.
• Operates at a Bandwidth of 20 MHz or 40 MHz.
• The signal is good for up to about:

• Indoors: 230 feet (70m)
• Outdoors: 820 feet (250m)

• 802.11n supports up-to 4 antennas, and the more 
antennas the faster the transfer rate.

1.From 54 Mbps = 6.75 MB data/second / up-
to 600 Mbps = 75 MB of data/second

2.Remember: Cat 5e: 1 Gbps = 125MB 
data/second, Cat 6: 10 Gbps = 1.25GB 
data/second

3.600 Mbps is with 4 antennas running at 40 
MHz (but more of a lab maximum than 
reality!).

4.These 802.11n devices can operate on 
multiple signals (called Multiple In – Multiple 
Out… or MIMO) and have 2, 3 or 4 
antennas.  It also has increased signal 
range/power over 802.11g.
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Wireless Connections (802.11ac)
• The 802.11ac standard was released in December 2013.
• 802.11ac supports a maximum theoretical transfer rate of 

6,932 Mbps.
• Operates at the 5 GHz frequency range.
• Operates at a Bandwidth of 20 or 40 or 80 or 160 MHz.
• The signal is good for up to about:

• Indoors: 115feet (35m)
• Outdoors: 820 feet (250m)

• 802.11ac supports up-to 8 antennas, and the more 
antennas the faster the transfer rate.

1.6,932 Mbps = 866.5 MB data/second
2.Remember: Cat 5e: 1 Gbps = 125MB 

data/second, Cat 6: 10 Gbps = 1.25GB 
data/second

3.6,932 Mbps is with 8 antennas running at 
160 MHz (but more of a lab maximum than 
reality!).

4.These 802.11ac devices can operate on 
multiple signals (called Multiple In – Multiple 
Out… or MIMO) and have between 2 and 8 
antennas.  However, indoor range is less 
than 802.11n.

5.Note: It’s fine having 802.11ac on your router 
and tablet, however if your 
computer/NAS/etc. is running on 1Gbps 
ethernet, you data speed will drop to the 
slowest connection! 28



Wireless Connections (802.11ay)
• The 802.11ay standard is expected to be released in 

2017.
• 802.11ay will support a maximum theoretical transfer rate 

of 100,000 Mbps.
• Operates at the 60 GHz frequency range.
• Operates at a Bandwidth 8,000 MHz.
• The signal is expected to be 300-500m.

• 802.11ay has 4 antennas.

1.100,000 Mbps = 12.5 GB data/second!
1.Remember: Cat 5e: 1 Gbps = 125MB 

data/second, Cat 6: 10 Gbps = 1.25GB 
data/second

1.WoW!
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Which Wireless Standard?
• 802.11g

• When you only have one or a few computers in your house.
• When the great majority of your internet use will be for checking email and 

reading news or blogs. You should be able to watch YouTube or Netflix 
videos on a single device at a time.

• When you have entertainment systems such as Xbox 360 or PlayStation 3 
and you are playing against other people online.

• 802.11n
• When you have several computers in your house using high-bandwidth 

sites such as YouTube or Netflix very often at the same time.
• If you download a lot of large files very often.
• When you have entertainment systems such as Xbox One or PlayStation 4 

and you are playing against other people online.

1.So what wireless standard should I be 
using?

2.Xbox 360/PS3 don’t support 802.11n 
natively.

3.Note: This assumption is based on wireless 
connections, not wired…
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Which Wireless Standard?
• 802.11ac

• When you have a large house and your wireless G router doesn’t quite 
reach all the rooms you want it to.

• When you have entertainment systems such as Xbox One or PlayStation 4 
playing against other people online and you want your other computers to 
be able to stream video at the same time without taking much of a 
performance hit.

• Remember: 
• Network conditions and environmental factors, including volume of network traffic, 

building materials and construction, and network overhead, lower actual data 
throughput rate.

• To expand you wireless range, you need to install wireless repeaters/access points.
• Ensure your equipment supports the relevant wireless standard you wish to use!
• 5 GHz supports a higher data throughput, but has less range indoors!

1.However, if you are buying new I would 
recommend you go for 802.11ac, if you can 
afford it (prices are dropping).

2.802.11ay is a bit pointless for home use in 
my view, as overkill compared to wired 
network speeds – more for mobile phone 
data speeds…

3.Remember: If you are connecting from a 
wireless device to a wired device over you 
network, the data throughput will only be at 
the slowest connection.

4.Note: This assumption is based on wireless 
connections, not wired…
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Wireless Access Points
• Wireless Access Points are small physical devices closely 

resembling home broadband routers (which have a 
wireless access point built into them).

• A wireless access point acts as a central transmitter and 
receiver of wireless radio signals.

• You can expand your network’s range by adding a 
wireless access point device to the network instead of 
adding a second router.

• Wireless access points connect to your main network 
backbone via an Ethernet cable.

1.Basically, you use them to get around your 
wireless networks dead zones.

2.Wireless Access Points connect back to the 
main network backbone via an Ethernet 
cable (EXCEPTION: PowerLine) , and they 
work by using the wireless part to 
send/receive data from wireless devices and 
the Ethernet cable to send/receive data to 
other devices on the network.
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Repeaters
• A repeater works very much like a Wireless Access Point, 

however they don’t have an Ethernet connection port.
• Repeaters are used in areas where you want to expand 

your wireless network coverage, but don’t have a nearby 
Ethernet port available for an Wireless Access Point.

• A repeater uses half its internal antennae to receive a 
wireless signal and the other half to transmit a new signal, 
effectively halving the potential speed of the device’s 
network connection.

1.Speed reduction: This shouldn’t be that 
noticeable for light web browsing, email, etc., 
but can be felt when streaming video or 
moving files around the network.  Need to 
remember that as there is no Ethernet 
connection back to the network backbone, 
the connection is done via wireless!

2.A lot of Wireless Access Points are dual 
Wireless Access Points/Repeaters, so you 
can use them as per your needs.

3.A pure Repeater is cheaper to purchase than 
a Wireless Access Point.

4.Note: A lot of companies mix/match the 
names and features of Repeaters/Wireless 
Access Points which doesn’t help!
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Power-line Communication
• Power-line communication (PLC) is a communication 

protocol that uses electrical wiring to simultaneously carry 
both data, and Alternating Current (AC) electric power 
transmission.

• Sending signals across a home's electrical wiring isn't a 
21st century idea.  In fact, the power companies have 
been sending control signals over the mains since the 
1920s − it's how electricity meters know when to switch to 
an off-peak rate.  The electrical wiring in the average home 
can support a variety of frequencies.  As electricity uses 
50/60Hz signals, extra data can be transported along the 
same wiring at much higher frequencies, without causing 
any interference.

1.It’s a very nice tech!
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Power-line Communication
• So how does it work?

• You have a “master” powerline adapter which you plug into the 
mains near your router or switch, and use an ethernet cable to 
connect the two.

• You then place other adapters where ever you need network 
access.

• To ensure security, the adapters have a WPS style button which is 
used to sync them to each other.

• Adapters support a combination of wireless access points and/or 
ethernet ports.

• Some adapters also have a power pass-through feature, so that 
you don’t lose use of the power port.

1.Adapters can be just a wireless access point 
(using mains instead of etehrnet), or just 
ethernet ports, or both!

2.You shouldn’t use powerline adapters on 
extension cables, they need to be plugged 
directly into the mains.

3.Really useful for wireless dead spots and 
rooms which have no ethernet ports.  I am 
now upgrading to these instead of standard 
wireless access ports/repeaters.

4.You can mix/match different brands as they 
all use the same standard.  However, I would 
recommend you stick to one brand.
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1.My simple Home Network!
2.Sky Q Hub, 802.11n (2.4 GHz) and 802.11ac 

(5 GHz) along with 1Gbps wired (normal sky 
hub is only 802.11n and 100Mbps wired).

3.Sky Q Hub only has 2 ethernet connections!
4.Kitchen Repeater is a dual Wireless Access 

Point/Repeater.
5.Maximum Network Speeds: 

1.Power-line (wired) = 63.5 MB/s
2.Power-line (wireless) = 75 MB/s
3.Cat-5e = 125 MB/s
4.Dial-Up = 7.168 KB/s
5.802.11n = 75 MB/s
6.802.11ac = 866.5 MB/s
7.Broadband = 9.5 MB/s
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Further Information
• Home Network, by Wikipedia

• https://en.wikipedia.org/wiki/Home_network

• 802.11 standard, by Wikipedia
• https://en.wikipedia.org/wiki/IEEE_802.11

• Power-line Communication
• http://www.homeplug.org/

• Lots of useful tutorials
• http://www.howtogeek.com/

1.Further Information.
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Questions?

Does anyone have any questions?

1.Questions?
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