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1. Explain about me, my background and experience.
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1. Warning notice.
2. Apologies if “boring”…
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1. So generally there is no physical representation of the currency, i.e. coins/notes.  
However, as some cryptocurrencies have created physical coins – unsure of their use 
though as could easily make fakes.
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1. Note: Even if they are “legal” you are limited with you can use them for.
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1. VAT (Value Added Tax) and GST (Goods and Services Tax)
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1. Cryptocurrency “coins” are only generated via the mining algorithm – so people need 
to mine them before they start to enter use!

2. Peer-to-peer (P2P) computing or networking is a distributed application architecture 
that partitions tasks or workloads between peers. Peers are equally privileged, 
equipotent participants in the application. They are said to form a peer-to-peer 
network of nodes.

9



1. That is why the ledger and the technology behind it are called “block” “chain.”  It is a 
“chain” of “blocks” of transactions.
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A picture speaks a thousand words!
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1. Blockchains have uses outside of cryptocurrency, and are being looked at and used 
by different companies as alternative ways of holding transaction/ledger/record 
details.
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1. This helps to ensure the integrity of the blockchain/transactions against malicious 
users (hacking, etc.).

2. The Bitcoin Blockchain is currently 163GB in size, and growing daily – remember it 
holds all transactions since transaction #1!

3. Cryptographic hash functions are mathematical operations run on digital data; by 
comparing the computed "hash" (the output from execution of the algorithm) to a 
known and expected hash value, a person can determine the data's integrity. For 
example, computing the hash of a downloaded file and comparing the result to a 
previously published hash result can show whether the download has been modified 
or tampered with. A key aspect of cryptographic hash functions is their collision 
resistance: nobody should be able to find two different input values that result in the 
same hash output.
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1. As you can see, blockchain technology has many uses.
2. Blockchain technology was created by the author(s) of Bitcoin.
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1. SHA-2 (Secure Hash Algorithm 2) is a set of cryptographic hash functions designed 
by the United States National Security Agency (NSA). They are built using the 
Merkle–Damgård structure, from a one-way compression function itself built using 
the Davies-Meyer structure from a (classified) specialized block cipher.

2. SHA-2 includes significant changes from its predecessor, SHA-1. The SHA-2 family 
consists of six hash functions with digests (hash values) that are 224,56, 384 or 512 
bits: SHA-224, SHA-256, SHA-384, SHA-512, SHA-512/224, SHA-512/256.

3. In cryptography, scrypt (pronounced "ess crypt") is a password-based key derivation 
function created by Colin Percival, originally for the Tarsnap online backup service. 
The algorithm was specifically designed to make it costly to perform large-scale 
custom hardware attacks by requiring large amounts of memory. In 2016, the scrypt
algorithm was published by IETF as RFC 7914. A simplified version of scrypt is used as 
a proof-of-work scheme by a number of cryptocurrencies, first implemented by an 
anonymous programmer called ArtForz in Tenebrix and followed by Fairbrix and 
Litecoin soon after.
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1. An Application-Specific Integrated Circuit (ASIC) /ˈeɪsɪk/, is an integrated circuit (IC) 
customized for a particular use, rather than intended for general-purpose use. For 
example, a chip designed to run in a digital voice recorder or a high-efficiency Bitcoin 
miner is an ASIC. Application-specific standard products (ASSPs) are intermediate 
between ASICs and industry standard integrated circuits like the 7400 series or the 
4000 series.

2. It has also led to a shortage of GPU’s thus affecting the price of Graphic Cards (i.e. 
prices have gone up – doubled and even tripled in price!).

3. Basically as the cryptocurrency ages, the “freebies” from mining become harder to 
obtain.
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1. Megawatt hours (MWh), gigawatt hours (GWh), and terawatt hours (TWh) are often 
used for metering larger amounts of electrical energy to industrial customers and in 
power generation.

2. It’s why a lot of “farms” are moving to Iceland due to their cheap Electricity.
3. All this for something which doesn’t exist… and just for people to make a “cheap 

buck”.
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1. You can get wallets which hold multiple types of cryptocurrencies.
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1. Mt. Gox lose was 850,000 bitcoins at a value of $450million (at the time).
2. A wallet can also have known or unknown vulnerabilities.
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1. Benefit of two-faction: A key-logger is not enough for a hacker to steal the 
credentials and get access to the wallet.
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1. When reading a mnemonic sentence from the physical display of the hardware 
wallet a screencapture of an infected computer will not reveal the mnemonic 
sentence
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1. mnemonic sentence : https://mymonero.com/#/
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1. “cash” generally to bank accounts, or sometime pre-paid anonymous ATM cards!
2. Very much like a Bureau de change!
3. Buying/selling – many credit cards wont let you use them to buy cryptocurrenies (to 

protect the users from big debts), after the big Bitcoin Hype/crash in 2017!
4. Exchange examples: https://www.coinbase.com/ - https://coinsquare.com/ -

https://cex.io/ - https://www.kraken.com/
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1. In cryptography, a zero-knowledge proof or zero-knowledge protocol is a method by 
which one party (the prover Peggy) can prove to another party (the verifier Victor) 
that she knows a value x, without conveying any information apart from the fact that 
she knows the value x.

2. In cryptography, a ring signature is a type of digital signature that can be performed 
by any member of a group of users that each have keys. Therefore, a message signed 
with a ring signature is endorsed by someone in a particular group of people. One of 
the security properties of a ring signature is that it should be computationally 
infeasible to determine which of the group members' keys was used to produce the 
signature. Ring signatures are similar to group signatures but differ in two key ways: 
first, there is no way to revoke the anonymity of an individual signature, and second, 
any group of users can be used as a group without additional setup. Ring signatures 
were invented by Ron Rivest, Adi Shamir, and Yael Tauman, and introduced at 
ASIACRYPT in 2001. The name, ring signature, comes from the ring-like structure of 
the signature algorithm.
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1. As you can see, there is big money for hackers, criminals, rogue states and 
government agencies to make by “simply hacking” weak exchanges.
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1. Malware, Keyloggers, phishing websites, etc.
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1. WannaCry is the one that “shutdown” the NHS last year!
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1. Much easier to infect a PC with Malware to doing some unauthorised mining, than 
using RansomWare!  And easier to infect than do it mine yourself!
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1. Federal Nuclear Center – this is one of Russia’s “closed cities” where only authorized 
personnel are permitted. (12th most powerful in the world at the time 2011), it has 
been upgraded since but the specs are secret.

2. They were caught when they connected the super computer to the Internet!
3. Petaflop = A quadrillion (thousand trillion) floating point operations per second
4. IBM Summit is 181,994 times faster than my home PC!
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1. Multiple security firms recently identified cryptocurrency mining service Coinhive as 
the top malicious threat to Web users, thanks to the tendency for Coinhive’s
computer code to be used on hacked Web sites to steal the processing power of its 
visitors’ devices.

2. Even the UK ICO website got hacked!
3. Nice idea in principle, implement badly with lack of security = blocked by most things 

now.
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1. Top 10 cryptocurrencies with “market valuation” as at 27 June 2018.
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1. 10,000 for two Pizzas – remember that!
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1. $19,189.30 on 17/12/2017 from $993.59 on the 01/01/17 – 1,831.31% increase!
2. 10,000 Bitcoins at the peak in December 2017 = $191,893,000…
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1. 10,000 Bitcoins at todays value of approx. $6,000 = $60,000,000…
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1. Play with them for fun, to understand and see how they work.
2. Really, only the early adopters make any profit.  Be wary of the “press hype”.
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1. Further Information.
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1. Questions?
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